
Network Service Categories 

LAN/WAN Integrator/Analyst










Functional Responsibility:

Maintains technical currency and studies vendor products to determine those which are most suitable.  Presents information to management, which may result in purchase and installation of hardware, software, and telecommunication equipment.  Recommends network security procedures and policies.  Experience in all transport technologies, i.e. Ethernet, ATM, LAN and WAN switching and FDDI required.

Experience in on-site component service, peripheral, and workstation connection, configuration, integration, and testing, including loading custom applications software configurations, TCP/IP stack, DNS configuration, media conversion integration and testing.

Minimum/General Experience:

Three years minimum experience integration of the network including planning, design and performs requirements gathering, formulating design of the corporate LAN/WAN (may include local, metropolitan, and wide area networks).  Has responsibility for technical architecture and recommendations related to the LAN/WAN.

Minimum Education:

Bachelor’s degree in Computer Science, Information Systems, or Engineering; or other related scientific or technical discipline and/or equivalent industry certifications and experience in networking.

Internet/Intranet Security Specialist
Functional Responsibility:
Develops security measures that enforces and/or enhances security goals and policy.  Manages systems that include firewalls, virus protection, email relays and Domain Name Servers.  Develops measurements of quality of service standards and delivers technical briefings to senior management.

Minimum/General Experience:

Three years in providing technical expertise for the design and protection of data that traverses digital connections.

Minimum Education:

Bachelor’s degree in Computer Science, Information Systems, Engineering or equivalent industry product certifications and experience in Network Security Management.

Network Engineer Technician I






Functional Responsibility:

Responsible for initial set-up, installation and checkout of typical off-the-shelf hardware and software.   Extensive experience providing hands on hardware/software support (i.e. hardware system troubleshooting/upgrades, software upgrades/installations/debugging) of network/telecommunications projects.  Understanding of safety principles for personnel and systems.  Ability to document all problems/activities and to de-bug most of common problems encountered in IT areas. Experience supporting Central IT Help Desk Support.  Provides concepts and designs for problem solution.  Requires ability to focus on problem and develop solutions – usually similar to problems encountered previously. 

Minimum/General Experience:

Five years experience in hands-on networks or telecommunications

Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure.  Requires Technical knowledge in High Speed Networks, Communications, Help Desk and IT Systems integration.  Working knowledge of Multi-Platform Operating Systems (NT, UNIX, LINUX, etc.)

Minimum Education:

BS/BA Degree or at least 2 year technical degree and/or successful past experience required and applicable product certification, such as CISCO Certified Network Associate.

PC Technician









Functional Responsibility:

Responsibilities include building, configuration, troubleshooting, and deployment of personal computers/workstations.  Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure

Minimum/General Experience:

A+ Certification or equivalent.  Experience with Windows, NT 2000, Office 2000, Outlook 2000, etc.  System/network troubleshooting and independent work skills also required.

Minimum Education:

Technical Certifications in A+, technical training.

Network Integration Project Manager 






Functional Responsibility:

Manages substantial contract support operations for network project.  Organizes, directs, and coordinates planning and production of all contract support activities.  Must have demonstrated communication skills at all levels of management.  Serves as the contractor’s authorized interface with the Contracting Officer’s Technical Representative (COTR), government management personnel, and client agency representatives.  Responsible for formulating and enforcing work standards, assigning contractor schedules, reviewing work discrepancies, supervising contractor personnel, and communicating policies, purposes, and goals of the organization to subordinate personnel. Responsible for contract performance and compliance. 

Under stringent time frames, assembles and recruits as necessary to perform overall contract performance.  Under stringent time frames, assembles and recruits as necessary to perform assigned tasks.  Demonstrated capability in the overall management of multi-task contracts of the size, type, and complexity described in the Task Order. Outstanding customer support and service required.

Minimum/General Experience:

5 Years experience as a Network Project Manager. Requires the knowledge of computer and network systems, the ability to communicate with the client to gather information and problem resolution. Contract management skills required in commercial and government contracts.  

Minimum Education:

Bachelor’s degree in Computer Science, Information Technology, Engineering or Business or 10 years of IT experience.

Systems Administrator II







Functional Responsibility:

Administers the operation of business systems that may be mainframe, mini-, or client/server-based.  Troubleshoots computer-related problems and, as necessary, contacts appropriate service representatives to resolve systems problems.  Installs hardware and software, as needed.  Performs backups, database administration, and file recovery.  Optimizes system operation and resource utilization and performs system-capacity analysis and planning.  Provides assistance to users in accessing and using business systems.  May provide direction to lower-level systems administrators. Some supervision responsibilities of System Administrator I.

Minimum/ General Experience:

Five years minimum experience with progressive responsibility in systems administration and integration. Ability to match new systems to legacy systems for successful implementation of network plans.  Experience in backup and database administration and file recovery. Customer service experience and training 
Minimum Education:

Bachelor’s degree in Computer Science or Information Technology or five years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education. Understanding of IP addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure

Systems Administrator I







Functional Responsibility:

Administers the operation of business systems that may be mainframe-, mini-, or client/server-based.  Troubleshoots computer-related problems and, as necessary, contacts appropriate service representatives to resolve systems problems.  Installs hardware and software, as needed.  Performs backups, database administration, and file recovery.  Optimizes system operation and resource utilization and performs system-capacity analysis and planning.  Provides assistance to users in accessing and using business systems.  May provide direction to lower-level systems administrators. 

Minimum/ General Experience:

Two years minimum experience.  Ability to match new systems to legacy systems for successful implementation of network plans.  Experience in backup, database administration and file recovery. Customer Service experience and training. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure
Minimum Education:

Bachelor’s degree or 2 years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education. CISCO Certified Network Associate

Systems Engineer II







Functional Responsibility:

Works with more experienced systems engineers in applying information technology skills in the analysis, specification, development, integration, and acquisition of systems.  Ensures systems and applications are compliant with applicable standards specified in task orders.  Tests and installs Commercial off the Shelf (COTS), products and applications, and integrates them into the client’s environment.  Provides on-site support for minor requirements that do not meet functional specifications; modifies programs to be compliant with specifications.  May provide task direction to less experienced systems engineers.

Minimum/General Experience:

Five years minimum experience, with progressive responsibility. Ability to 

ensure that new systems operate with legacy systems. Customer service 

Training and support. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure. Ability  to create VLANs. Knowledge of routing protocols including RIP, RIP2 OSPF, EIGRP, BGP
Minimum Education:
Bachelor’s degree or five years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education. CISCO Certified Network Associate

Systems Engineer I







Functional Responsibility:

Works with more experienced systems engineers in applying information technology skills in the analysis, specification, development, integration, and acquisition of systems.  Ensures systems and applications are compliant with applicable standards specified in task orders.  Tests and installs commercial off the self (COTS) products and applications, and integrates them into the client’s environment.  Provides on-site support for minor requirements that do not meet functional specifications; modifies programs to be compliant with specifications.  May provide task direction to less experienced systems engineers.

Minimum/General Experience:

Three years minimum experience Ability to ensure that new systems

Operate with legacy systems. Customer service training and support. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure

Minimum Education:
Bachelor’s degree or three years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education. CISCO Certified Network Associate.

Internet Engineer  







Functional Responsibility:

Analyzes, studies, and designs TCP/IP networks and systems.  Works with Internet protocols, gateways, firewalls, routers, switches, servers, clients, streaming, messaging, transactions, and database backends.  Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes, and throughput) and recommends procurement, removals, and modifications to network components.  Designs and optimizes network topologies and site configurations.  Provide Internet database design and modeling.  Plans installations, transitions, and cutovers of network components and capabilities.  May review existing network and database designs and capabilities with the goals of making refinements, educating operating overhead, enhancing network throughput, and improving current network topologies.  May function as a team leader for less experienced Internet Engineers.

Minimum/General Experience:

Five years minimum experience and progressive responsibility. Five years experience in successful planning and installation of networks and databases. Proven leadership ability.
Minimum Education:
Bachelors Degree in Computer Science, Information Technology, Engineering or five years of Internet Engineer IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.

Network Design Consultant






Functional Responsibility:

Works with operational management and client in a consulting role to implement specific technology approaches.  Develops detailed logical and physical design, acceptance criteria definition, and project plans.  Analyzes, studies, and designs complex data networks.  Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes, and throughput) and recommends procurement, removals, and modifications to network components.  Designs and optimizes network topologies and site configurations.  Manages network software development and support requirements using formal specifications, data flow diagrams, and other accepted design techniques.  Estimates network hardware and software development and implementation costs and schedules. 

Minimum/General Experience:

Five years minimum experience with progressive responsibility.  Ability to assess legacy systems and analyze customer needs and to make recommendations to satisfy customer needs. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure
Minimum Education:
Bachelor’s degree or 5 years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.  CISCO Certified Netwok Associate.

Network Engineer II







Functional Responsibility:

Applies advanced networking concepts in the analysis, study, and design of data networks.  Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes, and throughput) and recommends procurement, removals and modifications to network components.  Designs and network topologies and site configurations.  Plans installations, transitions, and cutovers of network components and capabilities.  May review existing network designs and capabilities with the goal of making refinements, reducing operating overhead, enhancing network throughput, and improving current network topologies.  May provide task direction to less experienced network engineers.

Minimum/General Experience:

Five years experience with progressive responsibilities in Network Engineering. Five years experience in IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure Knowledge of firewall implementation and troubleshooting. Understanding of Server Domains and implementations. 
Minimum Education:
Bachelor’s degree or 5 years of Network Engineer IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.  CISCO Certified Network Associate and Microsoft Certified Systems Engineer.

Network Engineer I







Functional Responsibility:

Applies advanced networking concepts in the analysis, study, and design of data networks.  Analyzes network characteristics (e.g., traffic, connect time, transmission speeds, packet sizes, throughput) and recommends procurement, removals and modifications to network components.  Designs and network topologies and site configurations.  Plans installations, transitions, and cutovers of network components and capabilities.  May review existing network designs and capabilities with the goal of making refinements, reducing operating overhead, enhancing network throughput, and improving current network topologies.  May provide task direction to less experienced network engineers.

Minimum/General Experience:

Three years experience and progressive responsibility in Network Engineering. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure Knowledge of firewall implementation and troubleshooting. Understanding of Server Domains and implementations. 
Minimum Education:
Bachelor’s degree or 3 years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.  CISCO Certified Network Associate and Microsoft Certified Systems Engineer.

Network Specialist III








Functional Responsibility:

Monitors and adjusts network parameters for optimum performance.  Installs and supports local area networks (LANs).  Configures the network, and adds and deletes users and printers.  Diagnoses, troubleshoots and repairs complex LANs and interfaces between differing networks via remote and local bridges, repeaters, routers, and switches (including mainframe connectivity via gateway, telecommunication circuits, and direct network access).  Assures that LAN security is maintained according to recommendations.  Creates documentation for systems support staff and users.  Provides technical expertise for performance and configuration of networks.  Evaluates communication hardware and software, and performs compatibility testing of system and application software.  Coordinates with all responsible users and sites.  May perform site surveys and network performance assessments, schedule conversions and cutovers, and oversee a network control center.  May supervise staff.

Minimum/General Experience:

Five years experience in Networking Services, knowledge of communication hardware and software and implementation to legacy and new systems. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure Knowledge of firewall implementation and troubleshooting. Understanding of Server Domains and implementations
Minimum Education:
Bachelor’s degree or 5 years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.  Certification on the platform described in the statement of work may be required.

Network Specialist II







Functional Responsibility:

Monitors and adjusts network parameters for optimum performance.  Installs and supports local area networks (LANs).  Configures the network, and adds and deletes users and printers.  Diagnoses, troubleshoots and repairs complex LANs and interfaces between differing networks via remote and local bridges, repeaters, routers, and switches (including mainframe connectivity via gateway, telecommunication circuits, and direct network access).  Assures that LAN security is maintained according to recommendations.  Creates documentation for systems support staff and users.  Evaluates communication hardware and software, and performs compatibility testing of system and application software.  Coordinates with all responsible users and sites.  May perform site surveys and network performance assessments, schedule conversions and cutovers, and oversee a network control center.  May supervise staff.

Minimum/General Experience:

Three years experience with progressive responsibilities, knowledge of communication hardware and software and implementation to legacy and new systems Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure Knowledge of firewall implementation and troubleshooting. Understanding of Server Domains and implementations
Minimum Education:
Bachelor’s degree or 3 years of IT experience.  Two years of additional IT experience may be substituted for each year of degree-level education.  Certification on the platform described in the statement of work may be required.

Network Specialist I







Functional Responsibility:

Assists more experienced network specialist/network engineers in monitoring and adjusting network parameters for optimum performance.   Installs and supports local area networks (LANs).  Configures the network, and adds and deletes users and printers.  May assist in troubleshooting and repairing LANs and interfaces between differing networks via remote and local bridges, repeaters, routers, and switches (including mainframe connectivity via gateway, telecommunication circuits, and direct network access).  Creates documentation for systems support staff and users.  Supports the evaluation of communication hardware and software.  Assists in compatibility testing of system and application software.

Minimum/General Experience:

Two years experience with progressive responsibilities, knowledge of communication hardware and software and implementation to legacy and new systems. Understanding of IP Addressing and sub-netting, knowledge of PC operating Systems including network configurations, and troubleshooting to diagnose cable faults and or equipment failure Knowledge of firewall implementation and troubleshooting. Understanding of Server Domains and implementations.
Minimum Education:
Bachelor’s degree or two years of additional IT experience may be substituted for each year of degree-level education.
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